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Bridge Course

INTRODUCTION TO LIBRARY AND INFORMATION SCIENCE
Course Outcome:

CO1:

co2:

COa3:

CO4:

CO5:

Understand the origin, scope and developments of Library and Information Science
profession and skill and competencies needed for library professionals
(Understand).

Explain the historical perspective of libraries, its types, and different types of library
operations, resources and services (Explain).

Analyse the different types of hardware, software, online resources and services,
Learning Management Systems and emerging technologies in libraries (Analyse).
Understand the educational role of libraries and library professionals, online search
methods and techniques and scholarly use of information resources (Understand).
Identify the career opportunities, competitive examinations, job and research
opportunities in Library and Information Science (Identify).

Module1  Library and Information Science

Origin, scope and developments

Library and Information Science education
Librarianship as a profession

Skill and competencies for library professionals

Module Outcome:
After completion of this module, the student should be able to:

MO1: Understand the origin, scope and developments in Library and
Information Science education (Understand).

MO1: Analyse the skill and competencies needed for library professionals
(Analyse).

Module 2  Evolution of Libraries

History and developments of libraries

Types of libraries

Prominent libraries in the World, India and Kerala
Library operations, resources and services

Module Outcome:
After completion of this module, the student should be able to:

MO2: Understand the historical role of libraries (Understand).

MO2: Identify the different types of libraries in the World, India and Kerala
(Identify).

MO2: Explain the different types of library operations, resources and services
(Explain).
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Module 3

Module 4

Module 5

Adoption of ICT in Libraries

ICT Infrastructure in Libraries

Online Resources and Services in Libraries

Emerging Technologies in Libraries

Learning Management System and Platforms, Moodle

Module Outcome:
After completion of this module, the student should be able to:

MO3: Analyse the different types of hardware, software, online resources and
services in libraries (Analyse).

MO3: Understand the emerging technologies in libraries (Understand).

MO3: Analyse the different types of Learning Management Systems and
platforms with a special emphasis on Moodle platform (Understand).

Information Literacy

Educational role of libraries and library professionals
Online search methods and techniques
Misinformation and disinformation

Scholarly use of information resources

Module Outcome:
After completion of this module, the student should be able to:

MO4: Understand the educational role of libraries and library professionals
(Understand).

MO4: Analyse the different online search methods and techniques (Analyse).
MO4: Explain the scholarly use of information resources (Explain).

MO4: Understand misinformation and disinformation (Understand).

Career Opportunities in LIS
Higher education opportunities
Job opportunities

Research opportunities
Competitive examinations

Module Outcome:
After completion of this module, the student should be able to:

MO5: Understand the career opportunities including higher education, job,
and research opportunities in Library and Information Science (Understand).
MOS5: Identify the different competitive examinations for Library and
Information Science professionals (Identify).
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Activities, Learning Resources and Assessment

Suggested Class Room Activities

Presentations on selected topics
Quizzes

Discussions

Tutorials

Learning Resources

1.

8.

9.

Baker, D., & Evans, W. (2011). Libraries and society: role, responsibility and future in
an age of change. Chandos Publishing.

Chowdhury, G. G. (2009). Librarianship: an introduction. Facet.

Dhiman, A. K. (2008). A handbook of special libraries and librarianship. Ess Ess
Publication.

Dhiman, A. K., & Sinha, S. C. (2002). Academic libraries. Ess Ess Publications.

Kumar, P.S.G. (2019). Student's manual of library and information science. BR
Publishing Corporation.

MacDougall, A., & Prytherch, R. J. (1997). Handbook of library cooperation. Jaico
Publication House.

Palacuppiramapiyan Pa, & Baladhandayutham, A. (2013). Manual of library and
information science. Regal Publications.

Ranganathan, S. R. (2006). The five laws of Library science. Sarada Ranganathan
Endowment.

Raval, A. (2013). Handbook of public library system. New Delhi: Discovery Pub.
House.

10. Sahu, N. B., & Chakrabarti, B. (2014). Library and society: an introduction. Mitram.

Assessment

100 percent summative assessment: 1 hour written exam
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Value Added Course

INFORMATION AND CYBER SECURITY
Course Outcome:

CO1:

Cco2:

COa3:

CO4:

CO5:

Understand the information security, cyber security, physical security and critical
security components, cyber security threat landscape, cyber warfare, cyber crime,
cyber terrorism and cyber espionage (Understand)

Explain the different security vulnerabilities and various cyber security
safeguards including vulnerabilities in software, network security, weak
authentication, poor cyber security awareness, biometrics, cryptography,
Denial of Service Filters, ethical hacking, firewalls, and online and mobile
banking security (Explain)

Understand how to secure web applications, and services, e-mail security, social
media security, and WiFi security (Understand)

Analyse various intrusion detection and prevention techniques including
physical theft, unauthorized access, malware infection, network based
intrusion detection and prevention systems (Analyse)

Understand the cyber security regulations and standards, cyber security
initiatives in India, Information Technology Act, and National Cyber Security
Policy 2013 (Understand)

Module 1 Introduction

Introduction to information and cyber security

Physical security and its importance

Critical security components

Cyber threats:- Cyber security threat landscape, cyber
warfare, cyber crime, cyber terrorism, cyber espionage

Module Outcome:
After completion of this module, the student should be able to:

MO1: Understand the information security, cyber security, physical security
and critical security components (Understand)

MO1: Analyse various cyber threats including cyber security threat landscape,
cyber warfare, cyber crime, cyber terrorism and cyber espionage (Evaluate)

Module 2 Security Vulnerabilities and Safeguards

Security vulnerabilities-Vulnerabilities in software, complex
network architectures and network security, weak
authentication, social engineering, poor cyber security
awareness.

Security safeguards- Access control, authentication,
biometrics, cryptography, denial of service filters, ethical
hacking, firewalls, hacker-attacker-countermeasures, online
and mobile banking security.
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Module Outcome:
After completion of this module, the student should be able to:

MO2: Explain the different security vulnerabilities including vulnerabilities
in software, network security, weak authentication, and poor cyber
security awareness (Explain)

MO2: Explain various cyber security safeguards including access control,
authentication, biometrics, cryptography, Denial of Service Filters, ethical
hacking, firewalls, and online and mobile banking security (Explain)

Module 3  Securing Web Applications, Services and Servers
Introduction, basic security for HTTP applications and
services, basic security for SOAP services, e-mail security,
social media security, WiFi security.

Module Outcome:
After completion of this module, the student should be able to:

MO3: Understand how to secure web applications, and services including
basic security for HTTP applications and services, basic security for SOAP
services, e-mail security, social media security, WiFi security
(Understand)

Module 4  Intrusion Detection and Prevention
Intrusion, physical theft, unauthorized access, malware
infection, intrusion detection and prevention techniques,
network based intrusion detection and prevention systems.

Module Outcome:
After completion of this module, the student should be able to:

MO4: Analyse various intrusion detection and prevention techniques
including physical theft, unauthorized access, malware infection, network
based intrusion detection and prevention systems (Analyse)

Module5 Cyberspace and the Law
Introduction, cyber security regulations and standards,
cyber security initiatives in India, Information Technology
Act, National cyber security policy 2013.
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Module Outcome:
After completion of this module, the student should be able to:

MO5: Understand the cyber security regulations and standards, cyber
security initiatives in India, Information Technology Act, National Cyber
Security Policy 2013 (Understand)

Activities, Learning Resources and Assessment

Suggested Class Room Activities

Presentations on selected topics
Quizzes

Discussions

Tutorials

Learning Resources

1.

10.
11.
12.
13.
14.

15.

16.

Alazab, Mamoun, and Tang, Minglian (2019). Deep Learning Applications for Cyber
Security. Springer International Publishing.

Andress, Jason (2019). Foundations of Information Security: A Straight forward
Introduction. No Starch Press.

Awad, Ali Ismail, and Fairhurst, Michael (2018). Information Security: Foundations,
technologies and applications. Institution of Engineering & Technology.

Bagad V. S., I. A. Dhotre and Manish Khodaskar, (2019) Information and Cyber Security.
Technical Publications, 2nd Edition

Cyber Attacks and Counter Measures: User Perspective
http://uou.ac.in/progdetail?pid=CEGCS-17

Cyber Security Techniques http://uou.ac.in/progdetail?pid=CEGCS-17

Daras, Nicholas J. (2019) Cyber-Security and Information Warfare. Nova Science
Publishers.

Fundamentals of Information Security http://uou.ac.in/progdetail?pid=CEGCS-17
Ghernaouti-Helie, Solange (2013). Cyber Power: Crime, Conflict and Security in
Cyberspace. EPFL Press.

Information System http://uou.ac.in/progdetail?pid=CEGCS-17

Introduction to Cyber Security available at http://uou.ac.in/foundation-course

Johansen, Gerard (2017).Digital Forensics and Incident Response. Packt Publishing

Kizza, Joseph Migga (2014). Computer Network Security and Cyber Ethics. McFarland.
Krishna, P. Venkata, Gurumoorthy, Sasikumar, and Obaidat, Mohammad S. (2019) Social
Network Forensics, Cyber Security, and Machine Learning. Springer Singapore.

Landoll, Douglas J. (2016). Information Security Policies, Procedures, and Standards: A
Practitioner’s Reference. Auerbach Publications.

Li, Kuan-Ching, Chen, Xiaofeng, and Susilo, Willy (2019) Advances in Cyber Security:
Principles, Techniques, and Applications. Springer Singapore.
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17. Nishesh Sharma (2017) Cyber Forensics in India: A Legal Perspective. Universal Law
Publishing, 1st Edition.

18. Pachghare V. K. (2019) Cryptography and Information Security. PHI Learning, 3rd, Edition.

19. Prasad, Ramjee, and Rohokale, Vandana (2020) Cyber Security: The Lifeline of
Information and Communication Technology. Springer

20. Surya Prakash Tripathi, Ritendra Goel and Praveen Kumar Shukla (2014) Introduction to
Information Security and Cyber Laws. Dreamtech Press, 1st Edition

Assessment

100 percent summative assessment: 2 hour written exam



